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Article 1 Purpose
The Regulations Governing the Use of Official Computers and
Portable Media (hereinafter referred to as the Regulations) is
hereby formulated to ensure faculties’ correct and safe operation
and use of the official computers and portable media.
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Article 2 Definitions

1. Official computers: PCs used for the official business
(including desktops, portable computers, such as laptops or
tablet PCs) and necessary relevant peripherals.

2. Portable storage media: Media portable or can be connected
to the computers for storage and use, including external hard
drives or records, flash drives, memory cards, mobile phones,
digital cameras, tablet PCs, tapes and MP3/4 Player, etc.
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Article 4  Security of Computer
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1. Personal computers should be equipped with the specified
anti-virus software, and regularly updated and scanned for
detection. Before downloading, copying, or using files from
unknown sources, please ensure that the files are secure. File
antivirus process should be completed first, and it is strictly
prohibited to remove or close antivirus software arbitrarily.

2. The screen saver and screen saver password should be set,
and the screen saver startup time should be set within 10
minutes (inclusive) to avoid unauthorized personnel from
operating the computer when you’re leaving the seat.

3. The computer and its peripherals shall not be used,
disassembled or changed without authorization.

4. Do not reinstall the operating system or delete log files related
to the operating system without authorization.

5. Tt is strictly prohibited to download, install, or use software
from unknown sources, with illegal concerns (such as
copyright, intellectual property rights, etc.), without
authorization from our University or that affects the security
of our computer network environment.

6. Backup important files and information in personal computer
equipment regularly.

7. Personal computers should avoid storing personal data files
unless necessary for business; files containing large amount
of personal data should be protected with passwords or
encrypted.

8. If not for the purpose of official business, turn off personal
computers at the end of the day and put away portable
computers (such as laptops and tablets).

9. If not for special needs (for example operate special
programs), staffs shall cooperate with the software upgrade,
patch loopholes, keep updated to the latest state, and do not
turn off the automatic system update program.

10. If information security exceptions are found on the computer,
please notify the Computer Center as soon as possible.

11. When the computer is attacked by a virus, the virus cannot be
removed, the virus cannot be normally isolated, or the normal
operation, in order to avoid large-scale computer virus
infection and spread, you should first remove the network
connection, and shut down the computer, and report the
incident to the Computer Center.
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Article 5 Network Connection and Operation Security
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1. It is forbidden to use peer-to-peer (P2P) programs or any
software that may harm the University’s network, equipment,
or cause network congestion to occupy bandwidth.

2. Set the security level of the browser to medium or higher, and
disable active execution functions such as flash display and
ActiveX, as well as block pop-up windows. If special
procedures require reduced safety or add-ons, a complete
evaluation should be conducted.

3. Do not use real-time communication software (such as Skype,
Line, Yahoo, etc.) to transmit confidential or personal
information to prevent internal confidential information and
personal information from being leaked.

4. Do not disclose any details related to official secrets in any
public news group, forum, social networking site or bulletin
board.

5. If you need to set up a website, you should follow the
University’s server management regulations. Without
permission, you are not allowed to set up any website or do
private or commercial purposes.

6. Do not use tools and software such as password cracking and
network eavesdropping without authorization, and do not
crack others’ accounts, interrupt system services, abuse
system resources, or copy illegal software.

7. Employees should avoid using networks and computers that
are not within the protection scope of the school for official
business. If it is necessary to use external information
environments (such as homes or public places), please
confirm whether the information usage environment has the
following protective measures:

1. If you need to connect to the campus website or work
on official computers, you must use encrypted software
or use the University’s virtual private network (VPN) to
ensure the security of data transmission.

2. Electronic records related to official business stored in
portable storage media shall be encrypted.

3. The connected computer equipment used should be
installed with anti-virus software (including the latest
version of the virus pattern update) and firewall, and
should be kept in the running state.

4. After the processing is completed, the electronic files
related to official affairs should be removed and should
not be stored in the host.
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5. Ifyyouuse the campus network or the dormitory network
provided by the University, the rest shall be followed
except for item 1 of this paragraph.

8. If each unit establishes a NAS for data backup or storage, it
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should set up an internal virtual IP and follow the matters
mentioned in Articles 4 and 5 of the Regulations to ensure
data security.

If you enable network sharing, you must set a password and
an accessible account to strictly control the access of
computer sharing data.

. If you announce or exchange information on the Internet, you

should assess the level of data security, and you should not
disclose personal, confidential or sensitive information and
documents on the Internet without the consent of the parties.
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Article 6 Email Use Security

l.

2.

NFERIGE T

The file attached to the E-mail should be checked in advance
before it can be transmitted.

It is advisable to set the email to be read in plain text, or turn
off the email preview function and automatic image
download function, and do not open emails and attachments
from unknown sources to avoid infecting malicious programs.
In order to cooperate with the E-mail social engineering drill
of the Ministry of Education, the University may request the
Computer Center of the Book Information Office to conduct
an internal E-mail social engineering drill. The drill schedule,
subject content and drill object shall be set separately by the
Computer Center of the Book Information Office, and if a
person fails the drill, he/she shall cooperate in adjusting email
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parameters.
Do not transmit personal, confidential or sensitive
information files with off-campus web-based email.
When sending personal, confidential or sensitive information
by E-mail, it shall be handled with appropriate security
techniques such as encryption or electronic signature.
HR-THENTRARGFZE Y I%B’*;;‘x,a_u%?& >
B EPHAETHAMETRIL SRR BAERT
B AP IR T e R
REAL R FABBEE G OB WwFRY LB
AR BB Bl T AREFT FLRR
B G R AL -
B e 2 H e st REF AR ;‘4} Pﬁfigﬁ v R
REFRE R ERAEL P
H3v 24 B2t i ﬁff CRERTE R
A A
ek L g VIS TR B Y?E‘;T%ﬁﬁ—w i@'iiﬁfﬁzf\‘ *
PR o
?%iﬁﬂﬁﬁ‘m&%%#é#*ﬁ &%wﬁﬁ
CEF %)M ﬁﬁﬁﬁwv%ﬁAW&% CEEPE
_—’}‘:é/,%"ﬂ’ R IR A R AR /S ﬁfé’u s
AP T BN o
W R 2 KB F AR R EET PR R E AN

&

1S
syt

¥

FPRRFHE AL BT ﬁk% @Wi’
T #-RE T ?%‘%F‘Jxﬁ‘f e 5 A /Fz% LR REG K
g T Wﬁﬁ#fédﬁJ(a%-
A073090103) - ’i ? Bt o BREGFEE Y HH
H R R P I S

WEFHE A AT R EF ARG WFERT A
wﬁog;%m%’mdeA BT iR
AR o

B R AT AL EM TS TRRE AL T
PEREA O REBRIAREELT B AIIRA BFERIT

¥oNEHEIER G

% \"fl—'g—ﬂ;'l% * J'FL% 7

Regulations Governing the Use of Official Computers and Portable Media



Article 7 Use Security of Storage Media, Portable Information Devices

I\ 75 - 133
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and Other Access Equipment
L.

When storing confidential, sensitive or personal data with
portable storage media, it is advisable to obtain authorization
and encrypt it.

Avoid using private mobile devices to access official
information. If private mobile devices are used to access
official information, the provisions of Article 5 of this
Regulations shall be observed, and the access to sensitive
information shall be prohibited.

When delivering data on portable storage media,
manufacturers or other organizations must first scan the files
to confirm that there is no threat of malware.

For rewritable storage media, the storage media shall be
emptied before data storage is performed, and the content
shall only be about the data to be delivered.

Keep portable information equipment and storage media safe
from theft or unauthorized use.

When the shared portable information device or storage
media is returned to the manager (person-in-charge), it shall
be checked to ensure that the portable information device has
been kept clear or in its original condition, and only the
shared applications and software are retained to avoid
unauthorized access or misuse of the data.

The burned disc or tape should be fully marked with the
confidential level and file content to avoid misuse.

If there is a malfunction in portable information devices or
storage media that requires external repair, the owner
(person-in-charge) of the asset should ensure that the
computer does not contain sensitive information or that
sensitive information is not leaked.

If the storage media (including the storage devices embedded
in the information equipment, such as computers) to be
scrapped contains sensitive information, such as: personal
information, valid authorized software, etc., the storage
information should be deleted. In case of the storage devices
of hard drive, tape, flash drive, etc., the “Application Form of
Destruction and Erasure of Storage Media” (Form No.
A073090203) shall be filled in and submitted to the
supervisor for signature and approval before sending the
storage devices and application form to the Computer Center.
After they are reviewed to be right and correct, operate the
hard disk eraser or destructor to erase or destroy the storage
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device or application until it is unreadable. If it is a CD, it
shall be destroyed directly by the users to the extent that it
cannot be interpreted.

10. In case of loss of storage media, portable information devices
or other access devices that store official data, the school shall
report the loss in accordance with the emergency handling
procedure to track and control the risk.
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Article 8 Education, Training and Advocacy

1. In order to enhance the concept of information security of
faculties, the Information Committee shall conduct
information security education and training on a regular basis
to enhance staffs’ awareness.

2. The Information Committee shall conduct information
security advocacy from time to time to remind staff to follow
the Regulations.
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Article 9 Audit and Incidents Report

1. When protecting and auditing the personal information, the
Office of Library and Information Services shall carry out the
audit on official computers. For special situation requiring
project audit, the consent from President, or Superior
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Supervisor of the audited unit shall be obtained before the
audit.

2. Invite on-campus colleagues or off-campus professionals to
assist in the audit if necessary.

3. The auditor may audit with all kinds of software, tools and
control system as well as relevant materials (such as password
cracking software, network monitor, etc.) on the premise that
he/she shall propose on the audit plan or at the meeting and
obtain the consent from the convener of audit group.

4. The faculties of the University shall cooperate with the audit.
If they fail to cooperate, their behavior shall be indicated as
major deficiency in the audit report.

5. Any disputes over the audit shall be subject to discussion at
the meeting convened by the convener of the Audit Group.

6. In case of information security incidents (including device
loss, data leakage or system intrusion, etc.) the party involved
shall notify in accordance with the processing procedures for
the information security incidents of the University to track
and control risks.
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Article 10 Implementation and Amendments
The Directions shall be passed by the Executive Council and will
be enacted and become effective after the approval of the principal.
The same shall apply to any amendments to the Procedures.

W

AIETGE TSR P 10
Regulations Governing the Use of Official Computers and Portable Media



e LY A

L= Y OHH 5L 20231113-/ G 9%1 5k T B2 #5 iR 50
¢4 Vi RTF] DFASBE oF AR OFARE
s SN
FA S PR BeRY B 5L BLRE R JeJL 5
O ¥ o& 1% § Eofki D%&T:}%“/TTDDOD o~ :ﬁ:}je*éﬁu&ﬂ’&i@;i%
of Fo& A1 B B0k (0% K% 0DOD 4% 0~ =4k od SelR
o ¥o& 1 ¥ Eofki D%Pﬁ&%“{fDDOD 50— G o8 B
o ¥o&f1* § Eoffe [0 55 oDOD %0 = 4 % o8 Sl
o ¥o& 1 ¥ Eofki D%Pﬁ&%“{fDDOD Hreo- i(%%"ﬁ%mﬁ"ﬂlii%
O ¥ o0& 1% & BEodki D%fgﬁe% oDOD ﬁe*,értmi :t%je*;rtuﬁ:ﬂ’gfii%
of Fo&A1T B B0k (0% 4% 0DOD % 0~ =4k od elR
O ¥ o& % § Eofki D%fgiﬁé"ffDDOD %je",!rtmi i%ﬂ%"ﬁ?u&ﬁi&%
O ¥ o0& 1% & BEodkif D%fgﬁe% oDOD #'20- :t%je*;rtuﬁ:ﬂ’gfé;i%
TE ey = B ok YA
L S
RIS RERHEEFFE A 0L 1 ¢ § 59 %
DOD 4% * #* & % B DoD5220. 22 4k » @ HHN 7= K R AFHS > ¥ - S~ 00 @ 0 %= S~ FF 0 % = SR/ i
< AR B S £ W DD5220.22 HE o B K REHG 0 - T XE X008 Fo K HEAFPE K2 e AR LE P

SR L A BRI o SR 17 AR AL
% 5 1 A073090103

A =
AP &5

CEIE PPN

11

Regulations Governing the Use of Official Computers and Portable Media




Application Form of Destruction and Erasure of Storage Media

Applvine Unit Application | 20231113-five codes of undertaking numbers+2
PPIYINS Form No. codes of serial numbers
Applicant Reason for |dasset transfer Dasset impairment 0O asset
PP Application |idleness

Basic Information of Storage Media

Asset No. Media Brands |Media Serial No. Media Status Processing Method

ocompletely erased oDOD erased cerased for 7
times Odestroyed
ocompletely erased oDOD erased oerased for 7
times Odestroyed
ocompletely erased oDOD erased oerased for 7
times Odestroyed
ocompletely erased oDOD erased oerased for 7
times Odestroyed
ocompletely erased oDOD erased cerased for 7
times Odestroyed

onormal cuseless obad sector

onormal cuseless obad sector

onormal cuseless obad sector

onormal cuseless obad sector

onormal cuseless obad sector

Undertaken by the Computer Undertake to

Center destroy/erase the media Supervisor Group leader Applicant

Descriptions of Processing Method:

Completely erased: Fill the entire hard drive area with 0 or 1, including blank areas

DOD erased: Conforms to the US DoD5220.22 erasure, completely erased three times in a row. With 00 filled in for the first time, FF filled for the second time and any number for the third time.

erased for 7 times: Conform to US DoD5220.22 erasure, completed erased seven times in a row, with 00 filled in for the first and fifth time, FF filled for the second and sixth time and any number for the
third, fourth and seventh time.

Destroyed: Destroyed the media with hard drive destructor by making a hole on it.

Form No.: A073090203
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