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Article 1 Purpose
In order to establish a management system for the use of the
University’s servers to comply with relevant laws and regulations
pertaining to the intellectual property rights and Personal Data
Protection, the “Regulations Governing Management of Campus
Servers” (hereinafter referred to as the “Regulations”) are
formulated by the Office of Library and Information Services
(hereinafter referred to as the “Office”) in accordance with the
“Campus Network Usage Regulations” of the University.
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Article 2 Applicable Objects
The teaching, research, and administrative divisions of the
University expose Internet service servers to the outside world.
The Computer Center Server Management Standards are
separately regulated in accordance with the Information Security
Management System (ISMS) Standards.
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Article 3 Implementation Directions

1. If each division intends to set up a server host, it needs a
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dedicated person responsible for its operation. To create,
change or cancel a server, an applicant needs to fill out the
“Campus Server Installation Application Form” (Form No.
A073040108) and apply directly to the Division of Network
Management, Office of Library and Information Services.
Only after a review and approval can the server be set up or
changed for use.

2. Each division shall be responsible for the supervision of the
server host network services provided internally.

3. Server administrators shall pay attention to the legality of the
content or information provided by the service and shall
comply with the Academic Network Usage Regulations.

4. If the server provides discussion forums or message board
functions, users should be prohibited from using the server
to send or publish threatening, obscene, offensive,
commercial materials and articles without legal
authorization. The administrator shall periodically check
whether there is any inappropriate information.

5. If the content of the services provided in various service
systems, such as web browsing or the software downloading
1s controversial, it is recommended to inform users on the
homepage of the system.

6. If a web service is provided, the administrator shall
formulate the privacy or data security policy of the website
and publish it on the website after being approved by the
first-level supervisor.

7. Servers within the organization that provide file transmission
(such as FTP, Web) should pay attention to the legality of the
files they share. The legal sharing software provided by a
manufacturer or copyright owner should be indicated the
name of the manufacturer or copyright owner and relevant
authorization information.

8. If a website collects personal data, it shall describe the
collection, processing, use and deletion procedures in the
website privacy or data security policy, and shall provide a
contact channel for users to clearly exercise their personal
data rights. Retired (resigned) personnel should have their
access rights to the server modified by the server
administrator in accordance with the relevant regulations and
procedures of the school and each division.

9. The person in charge of each server host shall check the
server data regularly, at least once per academic year, fill out
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10.

11.

12.

13.

the “Campus Server Self-Checklist” (Form No.
A073040208), as well as sending the checklist to this Office
for reference. If the verification information is not provided,
the service applied for by the server shall be ceased and the
domain name shall be cancelled.

In order to materialize management, this Office may conduct
inspections from time to time. If the completed checklist is
not implemented accurately, or the actual operation is not
consistent with the application, an Information Security
Management System (ISMS) Form may be issued to request
the applicant (division) to improve it. If it is not improved,
the service applied for by the server will be ceased and the
domain name will be cancelled.

The Division of Network Management of this Office
conducts system vulnerability scanning every year. If a
division’s system has security concerns, it may apply to the
Division of Network Management for testing and shall
cooperate with subsequent improvement operations.

The person who violates the University’s Campus Network
Usage Regulations (including emails reported by the
Ministry of Education as suspected of violating intellectual
property rights), servers that interfere with the normal
operation of the network (such as phishing, external attacks,
and spams), this Office may suspend the server’s network
connection rights based on circumstances.

Any violation of the Regulations due to improper
management of the servers of each division shall be dealt
with in accordance with the University’s Campus Network
Usage Regulations.
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Article 4 Supplementary Provisions
Matters not covered in the Regulations shall be handled in
accordance with the relevant regulations of the University.
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Article 5 Implementation and Amendment
The Directions shall be passed by the University Administrative
Meeting and will be enacted and become effective after the
approval of the principal. The same shall apply to any
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amendments to the Procedures.
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Campus Server Insta plication Form

&7 p
Date:
PIRE L F A H i
Server Manager Division
g—i&;’:——béfir- AR R
Manager s Email Extension No.
IP Address

‘JW

;KF 7% . oDNS ¢ frDWeb ~ oFTP » oEmail ~ o ¢
OB ( E\‘% {)PRF2 > p

PRAEP G 0% LY R E
Service Content New Services: dDNS Request tWeb ~ oFTP ~ oEmail ~ 0Other

oCancel (or change) service, please specify
oChange application content, please specify

YR e &g 4238 (Port) : :
Apply for opening necessary Port L LiDies

5 (DNS) 7. e 0 4% B %3 (DNS) & ff(Yes, please fill in the domain (DNS) nam):
T
Domaln (DNS) name registration 0% (No)

R Sy
Description of application purpose

O "4 (F P A 357 5 B)

Ok N hofe o p (T4 R IP R eV 5B

oUnlimited (everyone can access)

0On and off campus oOff campus 0On campus (limited access to specific IP or network

PRI %
Service Objects

segments)
OWindows(s31P Windows & TR R
TE %4 |:|Linux(;j)r;3_}3g Linux % ¥t5x &)
(3% %) T (de G 2 NAS k5o il B
Operating System |:|W1ndows (please indicate Wlndows system version)
(Including version) oLinux (please indicate Linux system version)
oOthers (in case of an independent NAS system, please indicate the brand)
KE o (W) FRE(RZ = %)
Installation Location Hall (building) Laboratory (Classroom Office)
ERE D
7k fi IE ol & #c k8 (Anti—Virus) :
(7 117359 %) ok X :}%(Flrewall)
Recommen({ed Safety ofd W 2L & PRI 1 3% 38 (Close unnecessary services or ports:) :
Precautions o# v (Others) :

(Please check if executed)

1. ﬂ\ FH LS ’i FEw BT AR B S R email € A RIRE F

2. nguﬁé w’/ﬁﬁimpﬂfriﬁf}p@kwmg %4 o

3. RUREBLF AR ﬁ%ﬁ] PIREF R & F%@%]%ﬁx]é’*%;pa

1. After completing this orm please return it to the Division of Network Management, Office of Library and Information Services. The
review results will be notified to the server manager by email.

2. In case of any server manager replacement, the original manager shall notify the Division of Network Management, Office of Library
and Information Services for future reference.

3. The server manager shall comply with the “Regulations Governing Management of Campus Servers” and “Campus Network Usage

Regulations”.
s L
Division supervisor’s signature Applicant's signature
PR
ok &
o*FR -
DAgree:
oDisagree:
R AL
Chief of Division of Network Uni()i\lgriaker
Management

XAt -FN-1p¥ ;%‘—%‘—L%i Tii%af#}i%.ﬁi’&}"%—»f#ﬁ%jﬁ_‘g ENTE H%\ﬁﬁiﬁﬁ‘j

# % 1 A273040108

% This form is made in one copy: Applicant — Division Supervisor — Undertaker of the Division of Network Management — Chief of the
Division of Network Management — Notify the Applicant — Archive the Form

Form No. A273040108
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Campus Server Self-Checklist

Operating System

twhp
H > (F5E72 13- %)
Division Inspection date
(No less than Once per academic year)
i s IP T
Host IP Hostname
i ,i ,:“‘ A

T2 PRAE
Execution Services

oWeb ~ oFTP ~ oEmail ~ o# v

Bap 3
Inspection content
SN E WhEES
Item No. Item Test Result

AP FREPEAPEEGETA AT ] RIE AFEHARLN FURF) 2 R AFEA D
ErREFLLPF YN

1 Website content should comply with the matters stated herein and should not contain content (files) that Conf i d
infringes upon the intellectual property rights of others, as well as content that is obscene, offensive, or for H-ontorme
commercial purposes or behaviors.
Yo PR E 5 Web IRAS - | Tk BRSNS TAL > RERR

) (F 54 A RF T g f 2 TR0 oi* &
If the server pertains to a web service, a privacy or data security policy for the website should be formulated oConformed
(Please refer to the privacy and data security policy of this homepage website)
o 2 BAFTH > AW AR REF BTELPF
(et B F 3 AR 58 AT o s

3 If the website involves personal data, such website should be checked regularly whether the content violates Conf - d
the Personal Data Protection Act. —-omtorme
(In case of any concerns about personal data, please contact this Office)
AR R R PR T LRTE BT AR
(Windows 1T%  suiZk % % & i) 04

4 If anti-virus software is installed on the system, it should be updated regularly, and system scans should be Confe - d
performed. H-ontorme
(It is recommended to install anti-virus software for Windows operating systems)
G E TR Mtk PRk SRR 0 R AT R SRR R AN

5 GEF L FIRF » 4~ %) nf s
System administrators shall regularly update the system or applications according to the system status (Avoid | oConformed
being hacked due to vulnerabilities)
MR BN AE T A 0 T RBIEITE R 5B R
(Windows 22 |7 X 4§54 it/ Linux iptables %)

6 System administrators should change system passwords regularly and the passwords should be fairly of* ¢
complicated. oConformed
(It is recommended that at least once a year, the password should be more than 12 digits and contain a mix of
uppercase and lowercase English, numbers and special symbols)
AMERR T L NTE BRI AR
(ERFEL - RABR 12/ > T g AP REY KT A PFARPIIAE)

7 System administrators should change system passwords regularly and the passwords should be fairly of* ¢
complicated. oConformed
(It is recommended that at least once a year, the password should be more than 12 digits and contain a mix of
uppercase and lowercase English, numbers and special symbols)
Mk B p B LR SR

g (:= 3% 2 % & +& NTP Server : 210.240.232.26) o é
The network should be set to automatically adjust the time or update the system time regularly oConformed
(It is recommended to set up the NTP server to synchronize with the University: 210.240.232.26)

AP
Additional Instructions:

L LEN

Division supervisor’s signature

FIRELFARF

Server Manager’s signature

ST E

PIRE L F A oH i F R e 4 8

% 5L 1 A273040208
% This form is made in one copy: Server Manager — Division supervisor — Division of Network Management — Archive the Form
Form No. A273040208
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