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1 peh
Purpose
AR (T AR ST BATRARLE 2 AR FR LB AT
%Fi?ﬁ»%g" CRERCEIF R AENMIE M ERRLERATHIL M B
FHELET  FITRARG A TEMET 2T E (0T AT E)-
To implement the security maintenance and management of personal data files, to prevent
personal data from being stolen, altered, damaged, destroyed or disclosed, and to regulate
the handling of personal data after business termination and other related personal data
management matters, Ming Chi University of Technology (hereinafter referred to as the
“University” ) hereby formulates this Personal Data File Security and Protection Plan
(hereinafter referred to as the “Plan” ).
Y
Scope of Application
AP EE T ARRMARA T A TR AR 2 RS AR AR R A L
A ﬁ °
This Plan applies to all faculty, staft and students of the University, temporary contract/hired
personnel, and personnel stationed at the University under projects commissioned to the
University.
30 ¥R
Basis
3.1 @A FHREER o
Personal Data Protection Act.
32 @A FHREEZ S F R o
Enforcement Rules of the Personal Data Protection Act.
33 BAFHEEZ2F TP DR B TR o
The Specific Purposes and Categories of Personal Data of the Personal Data Protection Act.
34 HAMIFTUEL 2FIEARE -
Regulations on Information and Communication Security Management for the Education
System.
35 FZBPNUIERE FZFFTBER A TEMEFLE 2EEF T RS -
Regulations Governing the Implementation of Personal Data File Security and Protection
Plans by Private Junior Colleges or Above and Private Academic Research Institutions.
36 RYHBAFTREEEFER L R L
Basic Measures and Practices for Personal Data Security Protection in the Education System.
37 ARBAFTHEEFEZLA §REFHE -
The University’ s Regulations Governing the Establishment of the Committee of Personal
Data Protection and Management.
4 EFHzz2gmAR
2 B PS-02-005 M a BAFHGEE 2RSS ks V2.0
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Responsible Units and Personnel

41 BAFHEEFELA G

Committee of Personal Data Protection and Management

4.1.1 FRBAFTHREERLEHIR
Review and approve personal data protection policies.

412 FHBATHERTVRGE R GEENR G PR A AP
Review and approve personal data education and training plans, risk assessment and
risk treatment plans, and audit plans.

413 BAFHEERIIREEEE S T Ak B R R
Inspection, review and evaluation of the legal compliance and appropriateness of the
personal data management system.

414 »HRBF FEZ D &FE«}‘L*«»M E2o 2 EABAFTHELE>FEZ Y LY
R
Establish and maintain security measures for personal data protection, and respond
to, handle and coordinate major personal data security incidents.

415 FREE BAFTHREE S PRZRAHZEERGETEA -

Review of other plans and audit execution matters for the protection and
management of personal data.
42 B FiREsaS e

Personal Data Protection Promotion Team

421 dRFEZLETL T REBFTHRETERNMET o
The Dean of Library and Information Services shall serve as the Person in

Charge coordinate matters related to personal data protection operations.

422 /E‘%?:%**L Tl e s P eded LIE B F REL Fo
Supervise the Implementation Team and the Audit Team in promoting all personal
data protection work.

423 FFRJBAFTAFESIEZ REFLEE 2 22 (B) TEE .

The Promotion Team shall be responsible for planning the operation and
maintenance of the personal data management system and the formulation
(amendment) of documents.
43 HEJ e
Implementation Team
431 e tHEEERFLLERE -
Assist each unit in conductmg personal data inventory and consolidation.

432 fad P HERBAFTHREE s G2 A EF R > SHEFAPMESRZE LR o
Promote personal data management, protection and maintenance in each unit, and
implement them in relevant business operations and personnel.

433 yELBFAPMET I RE 2 HITF -

2 B PS-02-005 M a BAFHGEE 2RSS ks V2.0
TP 2026/07/21 #HpE % W- i g O FOAS/T 4/21
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44

4.5

4.6

Conduct personal data-related education, training and awareness activities.
BEAEY] 2
Personal Data Audit Team
441 WETFEPFE
Formulate audit plans.
442 yHRG T EEAEFITE o
Conduct personal data management audit operations.
443 FABPEFEL I P ELETALBL KW
Re-examine corrective measures for nonconformities identified in audit reports.
FHEBFPEE A
Dedicated Personal Data Management Personnel of Each Unit
451 d LHBRFF vz AHE =0 BFFEL T
The personal data contact person of each unit shall serve as the dedicated personal
data management personnel and promote personal data protection within the unit.
452 WEREBETEEZAPM EER S FER -
Assist in conducting personal data inventory and implementing relevant protection
measures.
453 e A i BREITE o
Assist in auditing the personal data operations of other units.
O i
All Staff of the University
4.6.1 FRBAFTHEEAPMTERE -
Implement the relevant operational regulations for personal data protection.
462 HEATERRFAFTHREELARE A -
Execute the University’ s decisions and assigned tasks regarding personal data

protection.

5 twEA

Definitions

5.1

52

53

PRBFCBFT2% 6 FIMEF -FR AT BAIFE RERAZE PEDPL
B A FH o

Special categories of personal data: personal data specified in Article 6 of the Personal Data
Protection Act concerning medical records, medical treatment, genetics, sex life, health
examinations and criminal records.

X ';:%@@?] DAR R A TALFER (B) 2 ARIm S .

International transmission: refers to the cross-border processing or use of personal data.
FMBAFH PR AR TR A TR LPERAEL

For definitions of terms related to personal data, please refer to the “Glossary of Personal

Data Document Terms” .

2 i ok PS-02-005 Ry BAFAEMEE >R PN V2.0
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6

CER G

Operational Content
6.1 1 A TR IREE 1L e

Personal Data Protection Management Organization

6.1.1

ea;m

ARAEFBAFTRLEEE PR XS TR TR RLIE ¢ X
ﬁm&w—&%EG%&’wéﬁkéﬁﬁéﬁﬁ’ﬁﬁﬂéé@ﬁ@

i d
A
FoZRETRERTRERSE ML TRNG ) E EP e L H 2K
P8
¥

lf:t \? 3

B ?Eﬁﬁé A lﬁ?*pﬁ% A é FH&HEE N BT F A AR Bk
ﬁaﬁfﬁ%oﬁwzﬁgigﬁ~aﬁﬁ@g’wiﬁ CRN i S
AREREFRE ) 2R o

To implement the protection and management of personal data, the University

Iflli

establishes the "Committee of Personal Data Protection and Management," with the
Vice President for Administrative Affairs serving as the Convener, the Dean of
Library and Information Services as the Vice Convener, and a designated staff
member of the Office of Library and Information Services as the Executive Secretary.
A Personal Data Protection Promotion Team is established under the Committee; an
Implementation Team and an Audit Team are established under the Promotion Team.
Each unit shall designate a personal data contact person to serve as its dedicated
personal data management personnel, responsible for promoting personal data
protection within the unit and assisting in auditing the personal data operations of
other units. The composition, duties, powers, and responsibilities of the Committee
shall be governed by the University's "Regulations Governing the Establishment of
the Committee of Personal Data Protection and Management."

BENASTEFAE HBMEHART od BT b A ET kPR eyee
A WEAPARE > DR NI e TR ERRTE

When a personal data breach incident occurs, the contact and notification point shall
be assumed by dedicated personnel of the Office of Library and Information Services,
who shall handle notification, liaison and coordination in accordance with relevant

regulations, and assist relevant units in carrying out emergency response operations.

6.2 A FTHRZFERR T
Definition of the Scope of Personal Data

621 ARERTHEZ L FPM IR TI0 ARTHE S RIZA I 2B A TR
LG iR AR
The University is an educational institution under the supervision of the Ministry of
Education. The personal data collected, processed or used by the University is mainly
for the fulfillment of statutory obligations
622 ARBAFHEEFFIE 2R cHERTEVREF-FLIFTREE A E
FRARE T WMEIAATEEEDRTHE ZBAFTHELE S AIZ 1Y 2 R
SR PS-02-005 v LR BAFHMET > e A V2.0
CRE 2026/07/21 Bp s M- & O O /T 6/21
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6.2.3

6.2.4

6.2.5

6.2.6

s ] ﬁ;;] °
The scope of the University’ s personal data management covers the entire
university, including the collection, processing, use and international transmission of
personal data involved in education or training administration, student data
management, personnel management, industry-academia cooperation, library
management and other business operations.

AV FZEREAR AT RAAFRG LHHF LD DL L PRI LB A TR
P p A gl ‘/%m AR R A Bl A H e
(EERIEET RN S
The management personnel under this Plan shall conduct regular reviews. Where
personal data is found to be outside the necessary scope of the specific purpose, or
where the specific purpose no longer exists or the retention period has expired and
retention is no longer necessary, such data shall be deleted, destroyed, or otherwise
appropriately handled by ceasing its collection, processing or use.

THABB TR 2R R AT ARRE T E R R B R
Btz £ R S AR ,%%%aaﬁ%%§$%’@$»§%ﬁwoww
Mz AR T ARE LRI f 2 R RAE FRAM T B AR
FRESEEAEaRLAE  ATTAY
Collection, processing and use of “special categories of personal data” : In
accordance with the School Health Act, the University shall establish a student health
management system; the results of health examinations and disease screenings shall
be recorded in student records. In accordance with relevant laws and regulations, the
University may collect, process and use health examination and medical-related
information of employees. Special categories of personal data may be collected,
processed or used with the written consent of the data subject.

DA FHREEZ 22 ARFEF 2P BATHEEE FR
AP FFLBAFTHE ARZELELE T8 JI* 2 BAFTHEME A
1:,5;_—; gﬁé}ggﬁw&g *gig; N @_E «H% Z2_ B A ﬁ\,s}:; b fiqi o
In line with the legislative spirit of the Personal Data Protection Act, the University
shall conduct a comprehensive personal data inventory, covering personal data
currently held by the University, personal data collected, processed or used by the
University under commission, and personal data collected, processed or used by
external agencies commissioned by the University.

A A FHLRG FANT A 2 AT E e R Tk
Upon completion of the personal data inventory, the following documents shall be
produced. The Office of Library and Information Services shall be responsible for

maintaining these documents:
(1) &8 i 4 TR %R -

AR Y 228
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(1) Personal data file inventory of each unit.
(2) AR A FTHFE KR G TFEL o
(2) The Un1vers1ty s personal data file risk assessment form.

627 ==BF p A ELLE > Aok TR R S R ;qu 2 A TN AR A T
kgt Pl g E o T RRAAM BT L5 A REF R TRy L AT
SERERTEBT R L
Upon completion of the personal data inventory, if the categories of personal data
collected, processed or used are not listed in the University’ s personal data file
inventory, the relevant data subjects shall be notified, and records of all notification

actions and contents shall be retained for reference.

6.3 BFLE S ASTEAIF REEF > Vi FR AT L AR
Violations of Personal Data Collection, Processing and Use Procedures That May Result in
Administrative Penalties
BAFHEER R ES R > FHH T REFH UEFARERA TR
A THAFTHREES 2R BEFa2as FR2 LHENF ¢
Members of the Personal Data Protection Promotion Team shall audit the following items
to ensure that the University’ s management of personal data complies with the Personal
Data Protection Act and to prevent administrative penalties arising from non-compliance:
631 AERTAEBAFTHE (ZE2TBFTFEAL )
Failure to collect personal data in accordance with regulations (including notifying
the data subjects).
632 AERRTIILRE A FAL o
Failure to process personal data in accordance with regulations.
633 AEBTJIH B AFH o
Failure to use personal data in accordance with regulations.
634 AKX L HHEBAFTH o
Failure to properly safeguard personal data.
635 AERTH{EFEAFRBFT2ZHET -
Failure to provide data subjects with the exercise of their rights over personal data in
accordance with regulations.
63.6 ARRITFBFTLTEEFLEZ EHB -
Failure to conduct necessary supervision of outsourced personal data operations in
accordance with regulations.
6.4 BAFHMELR LG TFEIRL 'GP
Personal Data File Inventory, Risk Assessment and Risk Management
641 ARALEEBFFRLL A FEBTRCLE NGB FRBEEY L Fy
AL H > Fﬁgi? P EBRNE TP K E TR IR ERENRAT
i F °
SRE Y1 PS-02-005 v E LA BAFTHEMES 2aETF Ly S V2.0
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6.4.2

6.4.3

6.4.4

6.4.5

6.4.6

The dedicated personal data management personnel of each unit shall, based on
actual operations, carry out personal data file identification, take inventory of the
operations involved in each business or specific purpose of each unit of the
University, and record the consolidated results in the personal data file inventory.
i R L R e SR e
AR RF A LSRR FERN L TERBEE BTARRES BT AR EY

—Ti‘F_ °

In addition to conducting personal data file identification once a year, the personal
data management department shall, upon changes to the organizational structure or
operational processes, conduct personal data file identification for the operational
procedures and personal data files within the scope of the change.

RATREF A2 BA TR BRI e T IR R Ei«‘mfﬁﬂ?
%%%ﬁﬁiﬁﬁﬁi‘%‘fﬁiﬁﬁ‘@%‘ﬂwiﬁz‘m% o
SN2 KRR RBEZFSENFIOErFEA L L NAE ﬁu;{i—rr
2R W R E I APRE ERAARS C R BF2 Y 00ER 1~ % 16 0F
BF 200 % 15 5 P enth I 2 )~ iR 2 0 S BE g SL o

The personal data file inventory used for the inventory check shall include at least
the following items: the holding unit; the name and type of the personal data file; the
items, categories, forms and quantity of personal data; the specific purpose, method
and source of collection; the method of notifying the data subject under Article 8 or
Article 9 of the Personal Data Protection Act, or circumstances where notification
may be exempted; the relevant business or procedures for collection, processing and
use; circumstances of use beyond the specific purpose under Article 6, Paragraph 1,
Article 16 or Article 20, Paragraph 1 of the Personal Data Protection Act; and the
method of retention, retention period and method of destruction.
BEEEMPERE A TR TP A BRHREGTEAHER (AR 4
R~ ) 265 b “éﬁfw\ﬁ P TR RE TR R R A

The personal data management department shall conduct risk analysis on the
contents of the personal data file inventory based on the risk assessment dimensions
(process, personnel, technology), and consolidate the results in the “Risk
Assessment Form”

AEERI CRGET- b RTE

The University shall conduct risk assessment at least once a year.
AERBFTHEL G TEES 2 PRI GEZ AR LRGEPd BFF
P LTy BT AR G B BT AR T T B A TR G AT
T O MPEREEITRSER -

Based on the results of the personal data file risk assessment and the resolution on

acceptable risk values, for each risk item, the business officers of the personal data

AR Y 228

PS-02-005 v LA BAFTHEMES 2aETF LS V2.0
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6.4.7

6.4.8

management department shall consolidatea  “Personal Data Risk Treatment Plan”

for the personal data files whose risk values need to be reduced, so as to reduce the

risks to an acceptable level.

B rdZid {228 BF NP REFL SR M R
CHMIVEIBR I ITRES o R LIBLGTRNTRLE LKL

RTECE B "G R JLARF o

After the risk treatment plan has been implemented, the personal data management

department shall evaluate the effectiveness of the improvement, confirm that the

relevant risks have been reduced to an acceptable level, and retain the evaluation

records. If the risk after improvement remains higher than the acceptable value, the

risk treatment procedure shall be re-initiated.

FHBATHEMEFE 258 REFERGTE LG FRLF w28 T
F%&\#%$¢§E&%§gﬁE%J%ﬁio

The implementation of the inventory check and consolidation of the personal data

file inventory, risk assessment and risk management shall be separately governed by

the “Personal Data File Inventory and Risk Management Procedure”

6.5 BAFHFRZIEH ~EWE BFHF

Prevention, Notification and Response Mechanism for Personal Data Incidents

6.5.1

6.5.2

FARRT LB A TAMEEE A T L X RUT A A SRR
iR R éz‘zﬁ [* CRERE ) AEERERT O BHNIBE - FE L
AR 0 NN AR R AR D TPRETHF TR o

When personal data files held by the University suffer from natural disasters of force
majeure or man-made damage (destruction, theft, disclosure, alteration, unlawful use,
or equipment damage), or when unlawful collection of personal data is exposed by
the media, litigation is filed by data subjects, or the University’ s reputation is
damaged, notification shall be carried out immediately in accordance with this
procedure.

FHABTERME d TAFERA foBE i sHR T BEL 2T
PHFASL A pE T BT A RE AR R SRR T A R4
B RRP2 R AIL e TR R T 2 F 2 R s AR AR
-

When a personal data incident occurs, the person who discovers the incident shall
notify the Office of Library and Information Services and fill out the “Personal
Data Security Incident Notification and Handling Record Form” , and notify the
personal data management unit to assess the scope of impact of the incident, possible
losses and the response measures to be taken, and determine the level of the personal

data security incident. The overall response mechanism process is as follows:

(1) fds o g p 30T 47 4841

AR Y 228

PS-02-005 v LA BAFTHEMES 2aETF LS V2.0

TP

2026/07/21 B E s -4 OF O T/ 10/21

52



@S BARSR S A

\./ MING CHI UNIVERSITY OF TECHNOLOGY

6.5.3

6“—##@?&%¢f’%vumﬁxrﬁ@ AT R

Activate the organization’ s internal notification mechanism.
(2 FEIAHiEE (FLEPRERTEEEFLRH )
Preliminary hazard control (terminate or mitigate the continued expansion of the
personal data incident).
Q) FrEFEREFEEFRER
Assess the impact and severity of the incident.
4) BRBFELFLRF -
Identlfy the cause of the personal data incident.
() FHR2B EITEFHEP 2 2 (R PFEFHE 2R IR ) Tl 4R
BEEFFARQR22FHM PEFeR I PLEFRELHEE FL 2
RFI A ] (FETFREA ) 2 G EEY v 28-S o
Public Notification: prepare external explanatory documents (if the scope of impact
extends to persons outside the organization), and notify the data subjects and, where
necessary, the competent authorities. The contents shall include: measures taken to
prevent recurrence, the cause of the incident, compensation mechanisms (where the
University’ s negligence is confirmed), and the University’ s external contact point
and contact information.
(6) F ezt - E2E gl HE SARIEPRRERE -
Incident review: prepare an incident handling analysis report, to be closed after
approval by the decision-making supervisor.
(7) = BEpth R 2T RILE R ¢ R R R ¢ R 2 AR H e
¥R RIEGE ~ T A AR 2 AR e
Document filing: completely file all handling processes and documents of the incident,
including records related to the occurrence of the incident, the handling process, the
incident analysis report and the notification records.
%§1ﬁ§4ﬁ’@ﬁﬂﬁﬁﬁﬁmﬂ’ﬁ*36+ﬁﬁ%*ﬁﬁiﬂﬁﬁ3
SRRLBTECAE ) BT AE AT T2 LR LR S B
When a personal data incident occurs, it shall be reported level by level in accordance
with the notification sequence, and the internal notification procedure shall be
completed within 36 hours; upon confirmation as a personal data incident, the
competent authority shall be notified within 72 hours from the discovery of the

incident.

@*”
:\
e
b
=
=

R X mE R R ARSI R R R R
REBHTTHE -

The University shall conduct response drills at least once a year for the various
personal data incident scenarios that may be encountered as identified in the risk

assessment, and record in detail the process and review results of the drills to ensure

AR Y 228
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6.5.5

the effectiveness of the response mechanism; drill records shall be retained for

reference.

FTHBAFTHEE >TRZAPE I T T RATEEL LR U F
2 ERERE T J’FL#?’ Z_ o

The notification and handling of personal data security incidents shall be separately

governed by the “Personal Data Incident Prevention, Notification and Response

Procedure”

6.6 % EF AR
Exercise of Data Subject Rights

6.6.1

6.6.2

6.6.3

6.6.4

AR AFTRAEGFL P L EABA TR RZEIBATRE T
S EE X S S TR RLY AR P L PN S
Do AL I A
For each personal data file listed in the University’ s personal data file inventory,
the University shall, in accordance with the law, accept the exercise of data subject
rights, including: requesting an inquiry or review, requesting copies, requesting
supplementation or correction, requesting cessation of collection, processing or use,
and requesting deletion.
FEARBEETBAFTHBIERY 34 A RARIpM Y Fyespame
Foohre RIAY Y SR d e 2 Don AR L A EP ¥ 2 .
Data subjects shall fill out the “Personal Data Rights Exercise Application Form”
or apply in accordance with the application procedures for the relevant business of
the University. Applications made by an agent shall additionally be accompanied by
a power of attorney and relevant identity documents.
ARLECNIBRAFTHEFFAFRGE AR ILY o™ 1338
%ﬁ%%~¢ﬁﬂ%ﬁﬂi@%47Bﬁéﬁ@i%ig%tﬁ’@%waA
E R R R T R (LN T SN S L
FARRIFRERZ PP S AL AT R @A MR 2P PG G
:[«’3— Fhoo
The time limits for the University’ s units to handle cases of data subjects exercising
their rights are as follows: for requests for inquiry or review or for copies, a decision
on approval or rejection shall be made within fifteen days, which may be extended
by up to fifteen days where necessary, with written notice to the applicant; for
requests for supplementation or correction, cessation of collection, processing or use,
or deletion, a decision on approval or rejection shall be made within thirty days,
which may be extended by up to thirty days where necessary, with written notice to
the applicant.
APEHREBFTY FEERFLHART o ARBFT FEBMET 0 5
H-ogr o BEEE A omgeo

AR Y 228
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6.6.5

The University shall set up a complaint mailbox or webpage for personal data
complaints on its website, with the University’ s personal data protection contact
point serving as the single external window to accept complaints from data subjects.
THBRFREMAT c KW ARG AT A AR T BT
E N

For the handling of cases accepted by the personal data protection contact point,
please refer to the “Data Subject Rights Exercise Operation Manual”

6.7 B AFHEE A2 {

Collection, Processing and Use of Personal Data

6.7.1

6.7.2

6.7.3

AREI R EDRRF RBREAEET N AR ERET Y RRB T2
AR R e AR L S AL LR s
Bl CRA AP EARAREAFD DL BATHE TG FE AR TR
AFHERERP ERFIE FERL FFE ARG 18 A X ERTR/E
Bz RmA 2 g oo
Before collecting personal data in the course of business execution or service
provision or through information systems, each unit of the University shall notify the
data subject of the purpose and scope of collection in accordance with Article 8 of
the Personal Data Protection Act, follow the principles of appropriateness, relevance
and data minimization, avoid obtaining personal data irrelevant to or exceeding the
purpose of collection, and ask the data subject to fill out the “Personal Data
Collection Statement and Consent Form”  to obtain consent. If the data subject is
under 18 years of age, the consent of his/her legal representative shall be obtained in
accordance with the Civil Code.
ALEF BAFTHL I BiRpREZSY IS FRTEF HF P T @ LS
LA LB AT LR EFRE AR UM S LR
FLBAFTH BRBFTZEEF@AE 8 FL R REFFFLER -
The processing of personal data held by the University shall have a specific purpose
and comply with specific circumstances in accordance with Article 15 of the
Personal Data Protection Act, and such data shall be protected in accordance with
the classification results of personal data files. Where the processing of held personal
data is commissioned to other agencies, appropriate supervision shall be conducted
in accordance with the requirements of Article 8 of the Enforcement Rules of the
Personal Data Protection Act.
ALl EF i A EEFRA TR > BiRApME L E Ry P
WA m AR P A R e R AW E TP R o
Staff of the University who use personal data for the fulfillment of statutory
obligations shall do so in accordance with relevant laws and regulations, and shall,

before such use, first confirm whether the purpose of use is consistent with the

AR Y 228
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6.7.4

6.7.5

original specific purpose of collection.
ﬂ‘f*l[@" AR 2R '3%} IR \ﬁ J‘”ﬂiaa] A ﬁk DR R AR BT LR
ﬁvﬂ A ERERYCREFR A FTREEL FE
Where the University’ s personal data involves international transmission, the
relevant personal data laws and regulations of the importing and exporting countries
shall be complied with; or the responsibility for personal data protection shall be
ensured through contracts or administrative agreements.
¢M%&*%ﬁ%~&ﬂ£?*iﬁ%§%ﬁ@%inF?F%A%%ﬁ%‘
9z ? | * 4% ﬁg. ] J‘E_“?a? 0

Detailed regulatlons on the operational control of the collection, processing and use
of personal data shall be separately governed by the “Personal Data Collection,

Processing and Use Procedure”

6.8 FHEXAL2FEL

Data and Equipment Security Management

6.8.1

6.8.2

6.8.3

6.8.4

AT FEBATR R ERATHEEFAM M AT U EFERRE A TR
Aﬁwiﬁfaxiﬁﬂ%a@w@tiﬁﬁﬁﬂn%ﬁﬁﬁiﬁﬁu&+£
A EATE 5

The University shall carry out necessary access control, in accordance with the
University’ s information security regulations, over all personnel who safeguard
personal data, manage personal data storage media, or have access to personal data.
All access rights granted shall be limited to the minimum necessary to meet business
needs.

iﬁkﬁﬁig%g%&ﬁﬁiﬁﬁ’zﬁwﬂwkéy(?ﬁ 212ﬁu
PO RBFAEYFA G ARRT AhEs ) LD IHRE Fo B
FEiE VB EBAARE 3 BT GEHFLEASNRERE T FORAE o
University personnel shall properly safeguard their personal accounts and passwords
and shall not provide them to others (passwords shall be at least 12 characters in
length and consist of a combination of letters, numbers or special characters), and
shall change passwords regularly. The maximum period of use of the same password
shall not exceed 3 months, and repeated or cyclical use of old passwords shall be
avoided as far as possible.

AT AR RER TE RS (3 RACE 10 S48) 0 T X KD E g
T Hp L %T-‘,ﬁﬁ«‘r B oo

Personal computers of the University shall be configured to automatically lock (e.g.,
via screen saver) after no more than 10 minutes of inactivity, and shall have antivirus
software installed with virus definitions updated regularly.

AL AT L B2 B A A RN BAT T BT NIREEB R

Personal data files of the Un1vers1ty classified as sensitive should be stored in
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6.8.5

6.8.6

6.8.7

6.8.8

6.8.9

encrypted form on personal computers to protect their confidentiality.
T3 B A *g}:ﬂ; f;p;g SR * SR %ﬁ:ﬂ}i y B 'g CRE M= e J&ETH fzu#
W B FHI BRI E R PRI ST H OB 0 RGN
%ﬁﬁﬁfm’ui&£§5%ﬁi?o
For servers, application systems and databases storing personal data, audit logs shall
be enabled where system performance permits, to record user operations such as
access, modification and deletion. Logs shall be retained for at least 6 months to
preserve audit trail information for incident investigation and audit purposes.
T BAFTHZ FARTHAF FFTHERTEER BRG] T L L EP
B BT EEE TR ERBIE MR L i T H
Mo
Systems holding personal data shall be backed up regularly; backup data shall be
encrypted as needed and the backup media shall be properly kept. Restoration tests
of backup data shall be conducted regularly to ensure the validity of backups and the
availability of data.
MBI TR U (T E) 12 R
R R i 3 A VAN B S ,ﬁ%ﬁﬁﬁ: (4e F//»\F_’a‘_—} Bk 4750
e ) W% 2 B TR B B £
TAREE k SL b AU PT3535 s;‘_hqsﬂ?# % %1 7EJ;$ v P ARSI PR b P IR A
RERFRY T2 EE TR -
For systems of the University that collect, process or use personal data reaching a
certain number of records (e.g., one hundred records) or more, the following shall be
implemented: user identity verification and protection mechanisms; masking
mechanisms for the display of personal data (e.g., marking the last 4 digits of the
national ID number with ****); gecure encryption mechanisms for Internet
transmission; database access control and protective monitoring measures;
vulnerability scanning and penetration testing before the system goes online; and,
after going online, continuous monitoring and response mechanisms against external
network intrusion and abnormal usage behavior.
AR ATIIEE BAFHE R 2 R A TN T ARE LA BE T L
BOEZFCR BN AR L MWL BT o
When not in use or after working hours, paper documents containing personal data
and portable information equipment or storage media shall comply with the clear
desk policy and be placed in locked drawers or cabinets to prevent personal data
leakage.
LA AT TR S N e
The sanitization methods for various personal data storage media are as follows:
(1) A e 2 % Bl o
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6.9

Paper: incineration or shredding with a paper shredder.

(2) AL B~ B4R USB M4 AT B L WA 252 o IR AR -
Hard disks: degaussing or direct physical destruction; for USB flash drives, the
memory chips inside the plastic casing may be destroyed.

(3) kgL P HREITET S B A2 AP BR

Optical discs: breaking the disc, or shredding the disc with a shredder that supports
discs.

(4) #7F TSR TR SR AR R R EA )T B L B T i
[ R BRI BRI 2R e (Mhedp BEER ) U F B F 24
P o

All media storing sensitive data must undergo the sanitization measures described in
the preceding items before disposal or reuse, and the entire sanitization process must
be fully recorded (e.g., by photography or video recording) for subsequent audit.

6.810 F MFH - AALFHERL 22 F R FAR B A FRE 2FERP
%0
For detailed regulations on data, equipment and physical environment security,
please refer to the “Personal Data Security Operation Manual” .

AR EIRE T R

Personnel Management and Education and Training

69.1 ARFIR L AR AR E P S RE T AR TR FEACRE BT
FIFIRAPEE 2 E2 g o
All faculty, staff and students, contract personnel and outsourced vendors of the
University shall comply with the University’ s personal data protection policy and
the relevant documents of the personal data management system.

6.92 ARARAFIIBE . BEF TBAERCLEE DT RFERIF
University personnel shall sign the “Personal Confidentiality Agreement” upon
taking office and shall fulfill their duty of confidentiality.

693 AREERTEAMAE- B R KTVRGEE AT RERARE £ T
3 )R
The University shall formulate or conduct education and training plans and courses
for general personnel every year, and, as required, personnel shall complete at least
3 hours of training per year.

6.9.4 - i % WpEi A gk~ P30T 45 (4o Gmail ) @@?]3 TR A TR E
Bab AR AARERAESIRGTR S OB HE N B ] RN OB E et
T F 2B A ?,—}i o
Personnel shall not use instant messaging applications or external email services
(such as Gmail) to transmit or access personal data files. Personnel shall also not

disclose personal data obtained through their duties on social networking sites, blogs,
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6.9.5

6.9.6

6.9.7

public forums, or other Internet-based platforms.

*fz 4 R &gﬁ%kf@f“%?;ﬁﬁﬁ“ R FZA R T d 2. LA R FHE T
BRI B AN R TR AR wEITE

Upon resignation of University personnel, all access rights and passes used by such
personnel shall be deactivated within the prescribed time, and relevant storage media
and data shall be listed and handed over in accordance with regulations, with the
supervisor overseeing the handover.

FitiE R 2 ik TR EE S EARME R B
Disciplinary recommendations shall be made for violators and referred to the
relevant units for disciplinary action according to the severity of the circumstances.
FHARFEZRTVRLFE SN VT IAR R T VRAERT R
Pz

The implementation of personnel management and education and training shall be
separately governed by the “Personnel Management and Education and Training

Procedure”

6.10 £ ¢ %52

Outsourcing Management

6.10.1

6.10.2

6.10.3

6.10.4

'——/@rab"’lfi"»:‘ﬁf@gﬁﬂx%zxﬁ; TRERARE FTAE 2 H IR 2 R

Suppliers and their operating personnel shall comply with the University’ s personal

data security management system and information security management system.

ERFITEAR I‘J%&FR%Z-‘,% FEATLEFERED RRRE G S

TR P 2 ST 2 IR o

In addition to signing the supplier confidentiality agreement as required, when

supplier personnel provide on-site services, the requisitioning unit shall inform them

of the operation items and the relevant security management regulations of the

premises.

kel REECy LR ﬁ&gmi»&m@“@am$wmﬁ@& TR

s&% IR AT L BAFTHE R 2R s o SRR L ES O G
He@frjgpeBperisrsape

Unless otherwise specifically provided by relevant laws, the commissioned vendor

shall return the personal data carriers upon completion of the contract, securely

delete personal data held in storage, and provide concrete evidence thereof. The

requisitioning unit may conduct on-site inspections of items in question.

H R g I B AT RE o AREF DR

EPEREFEFN ISP EEE A i 2 AR BB Y FYELT T

FE ALY

For vendors commissioned to collect, process or use personal data, the University

shall conduct an audit at least once a year to examine their implementation and record
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the audit results for reference; where there are concerns regarding outsourced

operations, additional unscheduled on-site inspections may be conducted.

6.10.5 75 rﬁggff%?%_‘;gf,ig%x? m-ﬁ 35 = k ”LELE%ﬂ'—lB; A A;}, ‘-"r—z&i 4&"%2& I i

FWPE e
For the implementation of supervision and management of commissioned parties,
please refer to the “Personal Data Outsourcing Supervision and Management

Operation Manual”

6.11 4 FH N I0fEPH
Personal Data Internal Audit Management
6.11.1 AFep 30gEyr o o BF APl BRI R BFEELHE S BFF ARG
X

RERRETL BEFARER G AR CER G F kD -
FTEHEPOUFEEFE ST PR REMET R FLEIBA TR EEF L

g firseRymgae £RH  FH -

The University’ s internal audit shall be conducted by the Personal Data Audit Team,
which shall carry out a regular audit at least once a year on the University’ s
personal data management system, personal data inventory check, risk assessment
and risk management, personal data incident response measures, drills and other
operations, as well as their legal compliance, to ensure their effectiveness. The audit
results shall be submitted to the Committee of Personal Data Protection and
Management in a written report and shall serve as an important input for the annual

management review.

6.112 2Rz Rl L E B FMa A N o3 3PP 2 TP 2

AT 2 A TR R B ke e (R k) | R
PREESAZFREF AR P B RPFHEEEP I 22 A9 4R -

To ensure the objectivity of audits, when the personal data contact persons of each
unit conduct cross-unit mutual audits, they shall not audit the personal data business
of their own units; the dedicated management personnel of the Personal Data
Protection Promotion Team (Office of Library and Information Services) responsible
for the overall planning of the personal data protection system shall not concurrently

serve as auditors of the audit working team.

6.11.3 f*m%#,d%fu4ﬁwwaﬁm@ ERFEP o dod B M B E

The University’ s external audit refers to personal data business audits conducted
by units outside the University, such as personal data business inspections by the

competent authorities.

6.11.4 5 BB A FAH I EE 2P FI2Z 75> 2 VTR A FHEEN NEPE

B %’ ] iﬂ;%—l °
The implementation of the personal data file security audit mechanism shall be
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separately governed by the  “Personal Data Protection Internal Audit Procedure”
6.12 B A FHR* L8 P FAE B F

Preservation of Personal Data Usage Records, Trail Data and Evidence

6.12.1 ARBAFTHAPM 2 2 88 RECT R F 3" O BERFFH AL &
$d PHEBFTFRE A REHEGFP PRI HLFPRAIERT
F'X;TL%@ 15‘ °
For personal data-related documents or records of the University, retention periods
shall be set according to the needs of each unit. For records whose retention periods
have expired, the dedicated personal data management personnel of each unit shall
compile a destruction inventory; after destruction, a copy of the destruction
inventory shall be submitted to the Office of Library and Information Services for

retention.

6.12.2 p BB A TR SR iR V3w BA TR B2 SR
o N 5 #517 Z_ o
Detailed regulations on the management of personal data usage records shall be
separately governed by the “Personal Data Document and Record Management
Procedure”

6.13 B A FTAlx > a2 FHEFFc

Overall Continuous Improvement of Personal Data Security Maintenance

6.03.1 At s B 2t i 4 FHE 2 BN FEA BRSSP AP R
AHFERARFH DY ;rj» Frak & ixg\;@_iﬁﬁ_&:’;ﬂ'%gﬁﬁ& FEF ok

gg z_ ’% na ’}Hﬁ 35 o

Each unit of the University shall be subject to audits during the implementation of
personal data security maintenance, review the root causes of deficiencies identified
in audits, and propose corrective actions to eliminate the identified deficiencies as
well as corrective measures to eliminate their root causes and prevent recurrence.

6.13.2 ’ﬁ R ez o+ ;}iﬁ %Z?Lf?i%j}_ ;}iﬁ S B N F T C i A ?,—}J_ ;ﬁ—;};}f‘%‘?;&%ﬁ i

ESEE g;: Z_ o
The implementation and tracking of corrective actions and corrective measures shall
be separately governed by the  “Personal Data Protection Continuous Improvement
Procedure”
6.14 Fix % k{5 B F adT 8 & BB

Personal Data Handling and Record Mechanism After Business Termination

6.141 TH KA FRLIECFENZEDY 2 > RPTHEBTRET  FRG 22HH T
B BRI 2 B A TRSFTR P £ B RUE ﬁmﬁfﬁ?ﬁ&’-‘—@ﬁ’}%*
1‘“']% AR E R R W JJTEI B2 T BT ip A Tl
SR A
Regular review: each unit of the University shall, at the end of each semester, review
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its personal data files. Where personal data is found to be outside the necessary scope
of the specific purpose, or where the specific purpose no longer exists or the retention
period has expired and retention is no longer necessary, such data shall be deleted,
destroyed, or otherwise appropriately handled by ceasing its collection, processing
oruse, and the “Personal Data Destruction Application Form”  shall be filled out.

6.142 g2 > 8 2 F 3 & HheT

The handling methods and records to be retained are as follows:
(1) #ra gz 20 sl s B2 FP g2 338 TR T
=
(1) Destruction: the method, time and place of destruction and evidence of destruction,
with the “Personal Data Destruction Application Form” filled out.
Q) BHE B2 BT~ 5~ F PR B LB R 0 R 4
ALz &k kg o
(2) Transfer: the reason, recipient, method, time and place of the transfer, and the legal
basis on which the recipient may hold the personal data.
3) M% SR R A R A CF L f”']“,% SR R 22 R PR RN e
2t o
(3) Deletion, cessation of processing or use of personal data: the method, time or place

of the deletion, cessation of processing or use.

6.143 £ H - E§ 5228 B i

Necessary records and their types to be retained by each unit:
(1) BF2H -~ @fen s
Records of personal data delivery and transmission.
(2) B A FHLATH 2 3 s 4R RE K B o
Records related to additions and modifications of personal data.
G) ‘EFEAFRIEZ L8
Records of data subjects exercising their rights.
4) #r/h A RIEPLATH - 2 M%i.i‘:a{rﬁ:- °
Records of additions, changes and deletions of personnel access rights.
(5) w4 "p“‘}f'ﬁ“l“f N A
Records of deletion and destruction of personal data.
(6) PHEBFH YR 8 (d B E Tl )eo
Records of personal data education and training (consolidated by the Office of Library

and Information Services).

M BRI CHRGI R I AR RBEREFNrRBA TR EERS 2 G

The above records are recommended to be retained for at least five years, and the

implementation status shall be reported to the Personal Data Protection Promotion Team for
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reference at the end of each semester.

7 ARBE TR
Related Documents

7.1 @A TR
Personal Data Protection Policy
72 BAFHEEFRLR £ R B
Regulations Governing the Establishment of the Committee of Personal Data Protection and
Management
73 @A FHEEES Ef#«:ﬁ’ FESMIRAED
Personal Data Protection Organization and Division of Responsibilities Procedure
74 BAFH2EZ SEEERAE S
Personal Data Document and Record Management Procedure
75 BAFHEARFATERGEREAEAE
Personal Data File Inventory and Risk Management Procedure
7.6 BAFHEUE S IZEJI*ARRE T
Personal Data Collection, Processing and Use Procedure
77 BAFHEEFEZIER CHFE RREAER DT
Personal Data Incident Prevention, Notification and Response Procedure
78 AR EREEZRTVRERET
Personnel Management and Education and Training Procedure
7.9 B A FOREEN IEPARR S
Personal Data Protection Internal Audit Procedure
7.10 A FAEEFF LA D
Personal Data Protection Continuous Improvement Procedure
711 FEFAEHIERITERPF
Data Subject Rights Exercise Operation Manual
702 @A FHERLPERERRIEERP
Personal Data Outsourcing Supervision and Management Operation Manual
703 BAFHEL >FERP T
Personal Data Security Operation Manual
8 W=
Implementation

AP EEBATREEIELR 6 RLE  PHREPREFETF 5 ByFR
This Plan shall be adopted by the meeting of the Committee of Personal Data Protection and

Management and submitted to the President for approval before implementation; the same shall apply

to any amendments.
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