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Abstract

With the rapid development of smart cities and the increasing demand for Autonomous Mobile Robot
(AMR) applications, the Robot Operating System (ROS) has become a critical infrastructure platform. However,
traditional public-key cryptographic schemes such as RSA and ECC are vulnerable in the era of quantum
computing, posing significant communication security risks. This study integrates Visual Simultaneous
Localization and Mapping (VSLAM) with Post-Quantum Cryptography (PQC) and proposes a layered secure
communication architecture for ROS-based systems. The performance of ML-KEM and ML-DSA is evaluated
on embedded platforms, and a hybrid post-quantum secure tunnel is implemented using WireGuard.
Experimental results demonstrate that in resource-constrained environments—including both MPUs and MCUs
such as NVIDIA Jetson Nano, Raspberry Pi, Raspberry Pi Pico, ESP32, and STM32—ML-KEM-768 achieves
superior handshake performance compared to conventional ECC. Meanwhile, ORB-SLAM3 maintains a stable
real-time localization frequency of 14-22 Hz. The proposed architecture adopts a non-intrusive deployment
strategy and can be extended to high-frequency image processing and 5G Fixed Wireless Access (FWA)
transmission scenarios, providing transparent quantum-resistant protection. The results confirm the practical
feasibility of achieving both quantum-resilient security and real-time navigation performance in data-intensive

robotic environments.
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